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NOTE!DE!DESCRIPTION!DE!LA!PROCEDURE!DE!CREATION!!
D’UNE!EQUIPE1PROJET!COMMUNE!ENTRE!INRIA!!

ET!UN!OU!PLUSIEURS!PARTENAIRES!ACADEMIQUES!
AU!SEIN!D’UNE!UMR!

!
Septembre!2011!

!

Préambule!
Le#CNRS#et#Inria#ont#signé#le#15#avril#2011#un#accord#cadre#visant#à#développer#leur#
coopération# dans# le# domaine# des# sciences# et# technologies# du# numérique,# et# ainsi#
renforcer#le#dispositif#mis#en#place#avec#la#création#de#l’alliance#Allistene.#Cet#accord#
cadre#complète# les#modalités#de#coopération#entre#Inria,# le#CNRS,#et# les#universités#
telles# que# notamment# exprimées# dans# l’accord# cadre# Inria# –# CPU# en# date# du#17#
décembre#2009#et#dans#l’accord#cadre#CNRS#–#CPU#en#date#du#4#novembre#2010.##

Cet# accord# cadre# précise# notamment# l’articulation# entre# le# mode# d’organisation#
d’Inria# en# équipesNprojets# et# celui# du#CNRS# en# unités# de# recherche# (unités# le# plus#
souvent#mixtes#avec#des#établissements#d’enseignement#supérieur).#

Une#équipeNprojet#commune#(EPC,#aussi#appelée#équipe#mixte#de#recherche#selon#la#
nomenclature# adoptée# par# les# universités)# est# une# équipe# de# personnes# ayant# des#
objectifs# scientifiques# et# un# programme# de# recherche# clairement# définis,# sur# une#
thématique#focalisée#et#une#durée#fixée.#Une#équipeNprojet#est#animée#par#un#leader#
scientifique# qui# a# la# responsabilité# de# coordonner# les# travaux# de# l’ensemble# de#
l’équipe.##
!
Objet!

Cette#note#décrit#le#processus#convenu#entre#le#CNRS#et#Inria#lors#de#la#création#d’une#
équipeNprojet# au# sein# d’une# UMR.1# Elle# sera# instanciée# localement# avec# les#
universités# et# écoles# concernées,# notamment# pour# prendre# en# compte# les# accords#
existants#(par#exemple#dans#le#cas#de#convention#d’UMR#dont#Inria#est#coNtutelle#ou#
partenaire).#
!
Diffusion!
Etablissements#coNtutelles#des#UMR,#directions#des#UMR#et#des#centres#Inria.#

                                                
1 Pour simplifier, cette note ne traite que le cas le plus fréquent de création d’une EPC entièrement incluse au 
sein d’une UMR. Les cas concernant des EPC « à cheval » sur deux UMR, ou non strictement incluses dans une 
seule UMR, ou encore faisant intervenir d’autres établissements en sus des établissements co-tutelles/partenaires 
de l’UMR seront traités de façon similaire, mutatis mutandis. 
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Web applications 

Many boundaries and possible attacks

http protocole
Server

Java/PHP

Data User

Advertising networks

User browser

Compromised

SQL Injection
XSS

Untrusted applications
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The ingredients of an attack ….
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Vulnerabilities 

Malicious(code(

Buffer/Stack overflow

SQL/Code injection

A bug may be exploited in order !
to take control of a system

Exploit

– A bug-free system is a good security!
– Need of a trusted formalization!
– See CompCert project!
– See formalization in COQ of PHP

0-day
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Social engineering 

You can’t patch stupidity

Social(Engineering(
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INFILTRATING WALEDAC BOTNET’S COVERT OPERATIONS:  
EFFECTIVE SOCIAL ENGINEERING, ENCRYPTED HTTP2P COMMUNICATIONS,  

AND FAST-FLUXING NETWORKS 
 

SOCIAL ENGINEERING TECHNIQUES SEEN 

WALEDAC recently used the Christmas 2008 holidays for its social engineering ploy when 
we first spotted it. It has changed its social engineering tactic of spamming on holidays and in 
relation to current economic events seven times. Appendix A chronicles the social 
engineering techniques we have seen this botnet use throughout its lifetime. 

In addition to tricking users to run malware on their computers, WALEDAC also consistently 
populates inboxes with pharmaceutical (pharma) spam—spam that advertise Viagra, Cialis, 
and other similar sexual-enhancement drugs. However, there are times when WALEDAC 
spews out spam that are neither pharmaceutical in nature nor carry other malware. This 
suggests that it may have been hired by third parties or clients as a spamming service. 
These regular WALEDAC spam are also documented in detail in Appendix B. 

The timeline shown in Figure 2 summarizes the WALEDAC activities seen so far. 

 
Figure 2. Timeline of WALEDAC activities 
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APPENDIX A 

WALEDAC Social Engineering Tactics 

At the time this report was written, WALEDAC was seen to have used eight social 
engineering attacks in an effort to make would-be victims run the malware. WALEDAC 
started out with the Christmas Ecard ploy. 

 
Figure 1. Christmas ecard spam 

 
Figure 2. Christmas ecard website 
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With the U.S. presidential election flurry coming to a crescendo in January 2009, WALEDAC 
started sending out spam for its new campaign. The email campaign then carried the bad 
news that “Obama refused to be the next president.” 

 
Figure 5. WALEDAC email carrying the news that Obama refuses to be the next U.S. president 

 
Figure 6. WALEDAC rips text off from Obama’s website,  

bearing false news that he no longer wants to be the president 

After taking advantage of Obama’s presidential campaign, WALEDAC then turned its sights 
to Valentine’s Day. 

Botnet Waledac
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(www.amnesty.org.hk/chi). The main website no longer appears to be serving exploit code, however, the portion of the website that is in Chinese serves
up this new Flash exploit code. While we do not have any direct ties between the attackers that compromised the AIUK website last week, we can see a
clear connection between the attackers that have currently compromised the AIHK website and the attackers that compromised the AIUK website late
last year. The AIUK compromise was detailed in a report by Brian Krebs late last year. In this most recent attack, malicious HTML is loaded by the
AIHK website from www.bjc.ro (86.122.14.140). The page in turn makes a connection to 71.6.131.8:80 and then downloads an XOR (0×95) encoded
executable from www.bjc.ro. The malicious executable drops a backdoor that phones home to glogin.ddns.us.

 

Center for Defense Information (CDI)

The website of the Center for Defense Information (CDI), www.cdi.org, a DC-based NGO that researches Defense and Security policy has been
compromised multiple times in the last few weeks. The CDI website is currently serving up a malicious Flash exploit that ties back attackers known to
engage in cyber espionage. This threat group appears to be interested in targets with a tie to foreign policy and defense activities. Also interesting is that
the website housing the malicious Flash exploit ties back to Gannet Company, Inc. and USA Today (159.54.62.92). Additional components of the exploit
chain are located on systems that reside in Korea (222.239.73.36:443) and Austria (www.audioelectronic.com/213.33.76.135). Ultimately, if the exploit
chain is successful, a variant of the popular Poison Ivy remote access trojan (RAT) is installed on the system. The Poison Ivy RAT phones home to
windows.ddns.us (currently hosted on the Korean IP address 222.122.68.8).

Note: The main websites related to USA Today and Gannet Company, Inc do not appear to be affected.

The image below details the exploit chain for this particular compromise. It can be used a general guidance to understand how these exploits work in
general as well.

cdi.org Exploit Chain (click to enlarge)

A prior compromise of the CDI website redirected victims, via a hidden iframe, to Java exploit (CVE-2012-0507) host at 194.183.224.73. This exploit
chain dropped a Poison Ivy RAT that connected to a command and control server at ids.ns01.us.

Cambodian Ministry of Foreign Affairs (MFA) – ASEAN 2012

The website for the Cambodian Ministry of Foreign Affairs (MFA), www.asean2012.mfa.gov.kh, has also been compromised to point to both Flash and
Java exploits. Both the Flash and Java exploits were identical to those hosted on the CDI website.

(UPDATE: We’d like to extend a special thanks to our friend Kurt Baumgartner at Kaspersky Labs for providing details related to this compromised
website.)

Cyber Espionage & Strategic Web Compromises – Trusted W... http://blog.shadowserver.org/2012/05/15/cyber-espionage-stra...

2 sur 5 27/03/2014 08:35

Watering hole attack

Installation of !
Remote Administration Tool
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The defenses ….
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Samples and Signatures

Today


➡ 20 000  downloaded binaries


➡125 000 malicious attacks


Network traces


➡ 8 Go of PCAP data


➡ 110 Go of netFlow

Malware repository


6 millions of malware


Telescope and Honeypots


!

!

!

!

Architecture multi-providers

High Security lab

Loria
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Anti-Malware 
Detection by syntactic signature  

➡ Pro : Efficient and easy to implement 


➡ Cons : Signatures are quasi-manually constructed


➡ Cons : Vulnerable to malware protections


Integrity checks


➡ Pro : Too many updates in a modern system


Trace automata

Introduction

Trace abstraction
• Behavior patterns
• Abstracting by
reduction
• Trace automata
• Regular abstraction

Malicious behavior
detection

Experiments

Conclusion

12 / 22

• Trace language of a program: generally undecidable.

• Approximation by a regular language: using trace collection
or static analysis.

=⇒ A trace automaton is a finite state approximation of some trace
language.

GetLogicalDriveStrings

IcmpSendEcho GetDriveType FindNextFileFindFirstFile

GetDriveType FindFirstFile

FindFirstFile FindNextFile

FindNextFile

J-Y Marion, le 20 Septembre 2012

Consequences of Code protection

1. Difficult for a human analyst to understand a malware code

1. Ollydbg

2.IDA Pro

64

Behavior analysis 

➡  Pro : Could detect new attacks 


➡  Cons : Difficult to implement 


• what is a bad behavior ?


• Require to monitor the system
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False negative 

False Positive 

Bad

Good

Undecidable !

Malware

M

M

M
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The problem …
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Anti Anti-Malware

1.Obfuscation 

2.Cryptography 

3.Self-modification 

4.Anti-analysis tricks
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Malware analysis is very hard

Goal : 
Rational approach to help Felix the cat !
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Obfuscation
mis-alignment

01006 e7a f e 04 0b inc byte [ ebx+ecx ]
01006 e7d eb f f jmp +1
01006 e7e f f c9 dec ecx

01006 e80 7 f e6 jg 01006 e68
01006 e82 8b c1 mov eax , ecx

Figure 1. Overlapping assembly in tELock.

010059 f0 89 f9 mov ecx , edi

,=< 010059 f2 79 07 jns +9
| 010059 f4 0 f b7 07 movzx eax , word [ edi ]
| 010059 f7 47 inc edi

| 010059 f8 50 push eax

| 010059 f9 47 inc edi

| 010059 fa b9 57 48 f2 ae mov ecx , ae f24857
‘�> 010059 fb 57 push edi

010059 f c 48 dec eax

010059 fd f2 ae repne scasb
010059 f f 55 push ebp

Figure 2. Overlapping assembly in UPX.

2.2.1 tELock0.99

tELock0.99 uses an overlapping technique to simply obfuscate the code as follows. Figure 1 shows a recursive
disassembly taken from the address 01006e7a. There is a jmp +1 instruction at address 01006e7d and coded on
the two bytes eb ff, that jumps to the address 01006e7d+1, which is a dec ecx instruction (ff c9 ) which shares the
byte ff at address 01006e7d+ 1 with the jmp instruction.

2.2.2 UPX

UPX uses overlapping to optimize the size of the final packed binary (figure 2). The unpacker part uses a conditional
jump to separate the control flow into two overlapping blocks which both realign after a few instructions.
(TODO: expliquer les deux branches, rapidement en quoi elles sont utiles)

2.2.3 Overlapping in state-of-the-art disassemblers

Existing disassemblers, even when doing recursive traversal, assume that code cannot overlap and fail at displaying
the resulting disassembly.

With IDA Pro (v6.3), the tELock example looks as follows:

01006E7A inc byte ptr [ ebx+ecx ]
01006E7D jmp short near ptr loc_1006E7D+1
01006E7D ; ��������������������������������������
01006E7F db 0C9h ;

01006E80 db 7Fh ;

01006E81 db 0E6h ;

01006E82 db 8Bh ;

01006E83 db 0C1h ;

With Radare (TODO: recursive?), the tELock example is disassembled as follows:

01006 e7a fe040b inc byte [ ebx+ecx ]
01006 e7d e b f f jmp 6 e7e
01006 e7 f c9 leave
01006 e80 7 f e6 jg 6e68
01006 e82 8bc1 mov eax , ecx

Both are not able to follow the jmp: the target of the jmp is already disassembled in another assembly instruction
and is thus deemed invalid.

2

teLock

01006 e7a f e 04 0b inc byte [ ebx+ecx ]
01006 e7d eb f f jmp +1
01006 e7e f f c9 dec ecx

01006 e80 7 f e6 jg 01006 e68
01006 e82 8b c1 mov eax , ecx

Figure 1. Overlapping assembly in tELock.

010059 f0 89 f9 mov ecx , edi

,=< 010059 f2 79 07 jns +9
| 010059 f4 0 f b7 07 movzx eax , word [ edi ]
| 010059 f7 47 inc edi

| 010059 f8 50 push eax

| 010059 f9 47 inc edi

| 010059 fa b9 57 48 f2 ae mov ecx , ae f24857
‘�> 010059 fb 57 push edi

010059 f c 48 dec eax

010059 fd f2 ae repne scasb
010059 f f 55 push ebp

Figure 2. Overlapping assembly in UPX.

2.2.1 tELock0.99

tELock0.99 uses an overlapping technique to simply obfuscate the code as follows. Figure 1 shows a recursive
disassembly taken from the address 01006e7a. There is a jmp +1 instruction at address 01006e7d and coded on
the two bytes eb ff, that jumps to the address 01006e7d+1, which is a dec ecx instruction (ff c9 ) which shares the
byte ff at address 01006e7d+ 1 with the jmp instruction.

2.2.2 UPX

UPX uses overlapping to optimize the size of the final packed binary (figure 2). The unpacker part uses a conditional
jump to separate the control flow into two overlapping blocks which both realign after a few instructions.
(TODO: expliquer les deux branches, rapidement en quoi elles sont utiles)

2.2.3 Overlapping in state-of-the-art disassemblers

Existing disassemblers, even when doing recursive traversal, assume that code cannot overlap and fail at displaying
the resulting disassembly.

With IDA Pro (v6.3), the tELock example looks as follows:

01006E7A inc byte ptr [ ebx+ecx ]
01006E7D jmp short near ptr loc_1006E7D+1
01006E7D ; ��������������������������������������
01006E7F db 0C9h ;

01006E80 db 7Fh ;

01006E81 db 0E6h ;

01006E82 db 8Bh ;

01006E83 db 0C1h ;

With Radare (TODO: recursive?), the tELock example is disassembled as follows:

01006 e7a fe040b inc byte [ ebx+ecx ]
01006 e7d e b f f jmp 6 e7e
01006 e7 f c9 leave
01006 e80 7 f e6 jg 6e68
01006 e82 8bc1 mov eax , ecx

Both are not able to follow the jmp: the target of the jmp is already disassembled in another assembly instruction
and is thus deemed invalid.

2

IDA fails
because of jmp +1

BB [0x4 -> 0x5] (0x2)
0x4 dec ecx

BB [0x3 -> 0x4] (0x2)
0x3 jmp 0x4

BB [0x6 -> 0x7] (0x2)
0x6 jg 0x���ee

BB [0x0 -> 0x2] (0x3)
0x0 inc byte [ebx+ecx]

BB [0x8 -> 0x9] (0x2)
0x8 mov eax, ecx

Figure 4. Control flow graph for the tELock sample

010059 f0 89 f9 mov ecx , edi

,=< 010059 f2 79 07 jns +9
| 010059 f4 0 f b7 07 movzx eax , word [ edi ]
| 010059 f7 47 inc edi

| 010059 f8 50 push eax

| 010059 f9 47 inc edi

| 010059 fa b9 57 48 f2 ae mov ecx , ae f24857
‘�> 010059 fb 57 push edi

010059 f c 48 dec eax

010059 fd f2 ae repne scasb
010059 f f 55 push ebp

Figure 5. Overlapping assembly in UPX.

2.2.2 UPX

UPX uses overlapping to optimize the size of the final packed binary (figure 5). The unpacker part uses a conditional
jump to separate the control flow into two overlapping blocks which both realign after a few instructions.
(TODO: expliquer les deux branches, rapidement en quoi elles sont utiles)

The control flow graph for this overlapping code is given on figure ??.

2.2.3 Overlapping in state-of-the-art disassemblers

Existing disassemblers, even when doing recursive traversal, assume that code cannot overlap and fail at displaying
the resulting disassembly.

With IDA Pro (v6.3), the tELock example looks as follows:

01006E7A inc byte ptr [ ebx+ecx ]
01006E7D jmp short near ptr loc_1006E7D+1
01006E7D ; ��������������������������������������
01006E7F db 0C9h ;

01006E80 db 7Fh ;

01006E81 db 0E6h ;

01006E82 db 8Bh ;

01006E83 db 0C1h ;

With Radare (TODO: recursive?), the tELock example is disassembled as follows:

01006 e7a fe040b inc byte [ ebx+ecx ]
01006 e7d e b f f jmp 6 e7e
01006 e7 f c9 leave

3
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A common protection scheme for malware

Wave 1

payload

P33C7 18+&012234A

%0:+$-.&'$JK/$01$-.+$<&5=+:$50(+$A,$A'$600<,$L
3W

Decrypt

..........

Decrypt

P33C7 18+&012234A

%0:+$-.&'$JK/$01$-.+$<&5=+:$50(+$A,$A'$600<,$L
3W

Decrypt

Wave 2

P33C7 18+&012234A

%0:+$-.&'$JK/$01$-.+$<&5=+:$50(+$A,$A'$600<,$L
3W

Self-modifying program schema

A run is a sequence of waves
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And a fascinating!
 challenge …

Pourquoi tracer ? (1/3)

Définition : l’analyse binaire, c’est

• de l’analyse de programme

• où le programme est inconnu

=� on a juste un blob binaire
Raisons :

• sauts indirects
=� flot de contrôle indécidable

• lectures/écritures indirectes
=� flot de données indécidable

• code auto-modifiant
=� syntaxe indécidable

3 / 32

The best definition !
   of a malware ?


